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Introduction and Background

The TGE Token Sales app is a KYC/AML buyer and distributor validation application and 
token sales exchange. It is a fully decentralized, customized peer-to-peer exchange, that 
allows only approved investors to participate in token purchases. Token Generator never 
holds the investors’ currency and the token purchase is completed via a smart contract.

ICOs have become a popular class of investment and have generated in excess of $1b in 
funding in just the last few months alone. But with very few controls on investors, there is a 
growing concern that responsible investment practices are being followed. 

Token Generator takes the ICO down a new path, the TGE (Token Generating Event). This 
structure is designed to produce property that has real value and drive a process that is 
compliant. The TGE Token Sales Application helps ensure responsible investment practices 
are followed so that investors and entrepreneurs are protected.

Approved applications are linked to a blockchain address. Proof of ownership of this address 
is required by signing a message with the user’s private key.

Once linked to the KYC profile, only this address can be used to transact in the sales 
application.

This user guide will walk users through the steps for to apply for an account, logging on and 
management of account settings, verification, managing of funds and more in future 
releases.



Signing up for a Token Generator Account

In order to participate in any TGE on the Token Generator you must have a verified account 
(level of verification required dependant on TGE).

Enter an email address to be used for your Token Generator account. A verification check 
will be done on the email address and once complete you will see the confirmation like this:



Clicking on ‘Next’ will take you to the start of the sign-up process.

Choose a password – it will need to have at least 15 characters for security reasons. 

Password managers like Lastpass are highly recommended to keep your account 
credentials safe and secure, especially for more complicated passwords.

If you have a referral code you can enter it here. See our FAQs for how the referral system 
works.

Once you have agreed to the Token Generator terms of service and passed the captcha 
sequence, click ‘Sign up’ to proceed.



IMPORTANT Note: Token Generator has built in features to check email addresses and 
passwords against trusted fraud intelligence engines and risk profiling institutions in real-
time, in order to determine whether or not they have been compromised in past security 
breaches.

*** If your chosen email address or password is found to have been compromised in a data 
breach, you will be prompted with a recommendation to use a different user / email address 
and/or password.

After your account details have been registered, an email will be sent to your inbox when 
you click ‘Sign up’. If you have not received your confirmation email after a few minutes, you 
can click ‘Resend’ for another attempt. See ‘Resend Account Confirmation Email’ 
instructions.

Follow the instructions / link in the email to confirm your details – from here you can log in to 
your new Token Generator account and begin the verification process once your details 
have been confirmed.



Resend Account Confirmation Email

Enter your email address and click ‘Submit’. Be sure to check your spam folder as well, in 
case the confirmation email is filtered by your mailbox. You can hit resend again and repeat 
this step if you still do not receive your confirmation email. Alternatively you can contact our 
support team for additional assistance.



Logging in to your Token Generator Account

To log in to your Token Generator account, enter the e-mail address and password you used 
to register for your account. If you do not have a Token Generator account yet, you can sign 
up for one by clicking on the ‘Sign up here’ link.

Enter your email and associated password, tick the captcha box and click ‘Login’.

***Note – If you have not received an email from Token Generator asking to confirm your 
account details you will not be able to log on until you follow the verification link in the email. 
Click the ‘Didn’t receive the account confirmation email’ link and see instructions under 
‘Resend Account Confirmation Email’ section. Likewise, if you have forgotten the email 
address you signed up for Token Generator with, please click the ‘Forgot your password’ link 
and see instructions under ‘Password Reset’.

If you have already set up Two-Factor Authentication, a verification code will be sent to your 
phone, or a code will be generated in your Google Authenticator app depending on your 
chosen authentication method. Enter the code into the box and click ‘Verify’. Otherwise, 
follow the instructions in the next section to set up SMS/Google Authentication.



2FA – Google Authenticator / SMS Authentication

If this is your first time logging in to your Token Generator account, you will be prompted to 
set up two-factor authentication using either SMS Authentication or the Google Authenticator 
app.

This is highly recommended and a new requirement for v1.5 as it adds an extra layer of 
security on your account against unauthorised access.

Google Authenticator:

To use Google Authenticator for verified access to your Token Generator account, first 
download the Google Authenticator app from the Android/IOS app store if you do not already 
have it.

Either scan the QR code or enter the string of characters and numbers presented on your 
Token Generator account into your Google Authenticator app. You should get a 6-digit code 
when this has been done successfully. Click ‘Verify’ to complete the setup of your Google 
Authenticator.



SMS Authentication:

Select your country code from the drop down box, enter the mobile phone number you 
would like to receive your SMS Authentication code and click ‘Send’.
Enter your SMS Authentication code in the next box and click ‘Verify’. If you have not 
received the code within a few minutes, click ‘Resend’.

Once your SMS Authentication has been set up successfully you will be prompted with the 
option to turn on push notifications. This will allow the Token Generator to send messages 
straight to your phone.



Resetting your Password

Password Reset via Login

Click on the Forgot Password link and you will be taken to the Reset Password screen 
below. Enter the email address you used to signed up with Token Generator and hit 
‘Submit’.

You will then be sent an email with instructions and a link to reset your password. If you 
have not received the email within a few minutes, check your spam folder in case your email 
client has filtered it, and click ‘Resend’ to try again.

Once you are on the ‘Reset Password’ screen, enter your new password (minimum of 15 
characters) in both the respective text boxes and click ‘Next’.



Now that your password has been reset, click on the ‘Login’ button to return to the account 
login screen. Remember that your password should be at least 15 characters long.

Password Reset via Account Security

*** Note: Two-Factor Authentication MUST be enabled in order to reset your password via 
the Account Security screen.

Once you have enabled Two-Factor Authentication, enter your current as well as new 
password (twice) and click ‘Confirm’.

A verification code will be sent to your phone or Google Authenticator app, depending on 
your preferred authentication method. We are using the SMS authentication method here as 
an example. For SMS, click on the blue phone icon if you have not received it within 60 
seconds. Enter the 6 digit verification code and click ‘Verify’. A notification will pop up if your 
password change is successful.



Managing your Account Security
To view or update your account security settings, log in to your Token Generator account 
and click on the Avatar on the top right hand corner of the page. Select the ‘Security’ tab 
from the second navigation bar where it says Profile, Verification, Security.

On your Account Security page, you can perform the following changes and updates:

- Set up Two-Factor Authentication if you have not done so during the signup process. 
See instructions under 2FA – Google Authenticator / SMS Authentication

- Change your password – see instructions under Resetting your Password. Two 
factor authentication must be complete before you can change your password in 
Account Security settings, as authentication will be done via either the Google 
Authenticator or SMS.

- Setup a recovery email address – You will need to set up two factor authentication 
before you can register a recovery email address. A verification code will be sent to 
your phone/Google authenticator app – enter this on the screen and click ‘Verify’. A 
new verification code will then be sent to your chosen recovery email address. Enter 
the new verification code in the ‘Enter code’ box and click ‘Confirm’. 

NOTE: Once set up your recovery email CANNOT be changed!

- View login history or force logouts for all devices currently logged in to your account

- Account deletion – Delete your Token Generator account. This action is irreversible.
You will need to have both a recovery email address as well as two-factor 
authentication set up in order to delete your account for security reasons.
Please ensure that all funds are withdrawn from your account before proceeding.
Click ‘Send email code’ to request a verification code to your email. Enter the 2FA 
verification code on your phone/Google authenticator and click ‘Verify’. Once 
successful, check your email for the new verification code. Enter this under the 
Delete my account section and click ‘Confirm Deletion’.



User Profile

Profile Screen

The main profile screen gives you a snapshot of your profile, progress of your Trusted 
Investor certification, and number of referrals you have obtained.

Ideally your profile completeness should be at 100% meaning you have a fully verified 
Token Generator account and are able to participate in any TGE in the marketplace.

To achieve 100% profile completeness, you will need to go through the Verification process, 
explained in the following section.



Trusted Investor Test

The purpose of the Trusted Investor Test is to encourage education and responsibility from 
investors and within the overall investor community.

Questions are multiple-choice and designed to be relatively simple and not too technical.

The test will not be required to be completed in order to purchase tokens, rather an 
indication that the user knows to act safely and responsibly.

Referrals

The referrals feature allows you to send out invitations for others to participate in a TGE.

You can do this by either entering their email address and clicking ‘Send’, or copy the referral link 
and sending it via other mediums.



Account Verification 

To participate in a TGE, your account will need to meet a certain level of verification.

Not all stages of verification will be required for all TGEs – this will be explained for each 
TGE in the marketplace.

As part of the verification process we require photo identification and proof of your current 
address.

If you are signing up as a business or organisation, we also require a government issued 
registration or tax identification number, a recent trade register extract or similar document, 
as well as details and photo identification for the organisation's chosen representative.

***IMPORTANT: If you need to change your personal details, your current verification 
status will be revoked and you will be required to resubmit your information again 
through the verification process – you will NOT be able to participate in certain TGEs 
until this process is complete.

*Example of a fully verified Token Generator profile



For Individuals

Stage 1 – MetaMask Browser Plugin

The MetaMask browser plugin is required in order to participate in TGEs as it allows users’ 
browsers to interface directly between the internet and Ethereum network.

Click 'Download MetaMask' to begin the installation process. If you already have the plugin 
installed, make sure you are logged in. Follow URL for the FAQ to see more detailed 
instructions on the installation and linking procedure. Note: You will need to be connected to 
the main Ethereum network on your MetaMask plugin to use the Token Generator.

Click ‘Link MetaMask’ to continue.



Once your MetaMask plugin has been successfully linked, you will see your wallet’s public 
address.

Each verification that is successfully submitted unlocks the next verifications. Next image 
shows the claim button after submitting your phone number for phone verification (see Stage 
2 – Phone Verifications). Click ‘Claim’ to claim the verification on the blockchain, or do it 
after you have done the remaining verifications to pay less GAS fees.



Stage 2 – Phone Verification

To begin the phone verification process, enter your country code, phone number and click 
'Send code'. A verification code will be sent to your phone. Click resend if it hasn't come 
through in 60 seconds.

Enter the verification code sent to your phone and click 'Verify'. The button will change to 
‘Processing’ to show that verification is in progress.

Click in ‘Claim’ again to complete Phone Verification. 
The text in Phone Number tab will change to 'Verified' once successful. 

Stage 3 – I.D. Verification

Select Individual. 

Enter your First and Last name, Date of Birth, Occupation and Nationality.



Proof of Identity

- For your photo ID, you will need to have a driver’s license, passport or national ID. 
- The identification must clearly show the nationality, date and issue and your photo. 
- Do not crop the image in any way which removes part of the ID. 
- Three photo uploads are required in total – Front of the ID, Back of the ID, and a 

selfie with your ID. You must upload all three to proceed.

Click on the camera button on any of the options to begin the photo capture.
The camera on your device will activate to start the capture and upload process. You may 
need to manually enable or provide access to your camera.
You can crop, rotate, zoom in or out to capture a clear image of your ID, however do not 
crop the image such that any portion is removed, including the edges. 

To avoid any delays in the validation process, please ensure that details of the uploaded 
images are clear and legible, and the images are not manipulated in any way.

If there are errors with the pictures you have taken you will get a similar result as the 
following image. Click on the camera button to try again, and upload once you are ready.

Stage 4 – Proof of Address


